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1	Decision/action requested
It is proposed modifications to the Q&IA related to the Usability of legacy USIM proposed in S3-171917. 
2	References
[1]	3GPP TR 33.899-1.1.0 
[2] 		FS_NSA # 22
[3] 	3GPP FS_NSA conference Call#22
3	Rationale
It is appealing that USIM used in 4G can still work in the NextGen. This can provide a good user experience and for the subscribers can easily access the 5G services. In the context of SA3, the following aspects should be discussed as they may be affected if a legacy USIM is used in the NetGen. 
OT-M Comments
It should be noted that is operator choice how to configure USIM and which Release of USIM to deploy on the field. From the standardization point of view, each of 3GPP Releases ensur efficient support of new features between: USIM, ME, RAN and CN. Therfore it is incorrect to state that using legacy USIM to access 5G services can provide better user experience to easily access th e5G service. In contrary the user experience might be degraded, e.g. optimisation of the initial cell selection may not be possible to use, thus connection to the 5G services will be delayed or in bad radio conditions even might prevent the UE from coonnectiong to the home operaror network or its preferred partner network, which may generates additionl cost for the subscriber and bad user experiance.

(1) Authentication
Two authentication protocols for the NextGen have been approved by SA3: EAP-AKA’ and EPS-AKA*.  The legacy USIM can be used for EAP-AKA’ because all the functions and cryptographic algorithms that EAP-AKA’ needs in the authentication procedure are the same as that used in EPS-AKA. In EPS-AKA*, UE responds to the SEAF with the RES* which is different from RES used in EPS-AKA.  No function for the computation of RES* has been defined in the legacy USIM.  So the RES* cannot computed in the legacy USIM, but it can be calculated in the ME.  In short, legacy USIM can be applied to the NextGen for authentication. 
(2) Security context storage
The content and format of 5G NAS security context have not been specified till now. If 5G NAS security context is the same as 4G NAS security context, legacy USIM can be used to store the security context.  If 5G NAS security context is different from 4G NAS security context, legacy USIM cannot be used to store 5G NAS security context. 5G NAS security context has to be saved in the non-volatile memory of ME.
OT-M Comments
If legacy USIM cannot be used 3GPP Rel.15 USIM (or NextGen USIM) will support it.

(3) IMSI privacy 
A. 5G Globally Unique Temporary Identity (5G-GUTI)
The structure of 5G-GUTI has been specified in 3GPP TS 23.501, which is as follows:
<5G-GUTI> := <GUAMI> <5G-TMSI>
Where  <GUAMI> :=  <MCC> <MNC> <AMF Region ID> <AMF Set ID> <AMF Pointer>
In contrast, GUTI used in LTE is as follows:
<GUTI> := <GUMMEI><M-TMSI>,
	where <GUMMEI>: = <MCC><MNC><MME Identifier>
	          and <MME Identifier>: = <MME Group ID><MME Code>
Thus the structure of 5G-GUTI is different from that of GUTI.  As the concrete length of each parameter has not been determined till now by CT, we cannot justify whether the length of 5G-GUTI is equivalent to that of GUTI or not. If 5G-GUTI has the same length as GUTI, it can be stored in the legacy USIM. But this may lead to confusion when a UE is roaming between 4G networks and 5G networks.  Therefore we suggest that 5G-GUTI should be saved in the non-volatile memory of ME.
OT-M Comments
If legacy USIM cannot be used 3GPP Rel.15 USIM (or NextGen USIM) will support it.

B. Public key of home network 
SA3 has decided that the concealing of IMSI is based on the use of HN public key. Existing USIMs usually have not been provsioned with the HN public key. To protect the 5G IMSI privacy, a solution is needed to provsion the HN public key to the non-volatile memory of ME.  Moreover, a solution is further needed to protect the intergirty of the public key of HN in ME, in order to thwart the man-in-the-middle attacks when encypting the IMSI with the public key of HN. 
(4) Slicing 
At the phase 1of 5G, it assumes that all slices share the same security context.  As a result, the aforementioned suggestion to store the 5G NAS security context can apply to this case. At the phase 2 of 5G, each slice may have its own security context. The NAS security context of each slice has to be saved in the non-volatile memory of ME since there is no more than one NAS security context defined in the legacy USIM. 
In a word, a legacy USIM can be used for the access to the NextGen as the authentication procedure is not affected by the usage of the legacy USIM. It needs the further study how to implement the enhanced IMSI privacy protection in which the IMSI is encypted with the public key of HN, if the legacy USIM is deployed. 
OT-M Comments
The use of legacy USIM is operator dependant deployment choice. Standard follows usal way of evolution and introduction of new features through releases.

OT-M Comments on use of “legacy USIM (Rel.8 or later):
It is worth noting the 5G system requires only interoperability with EPS, i.e. access and mobility procedures between a 5G core network and GERAN or UTRAN are not required. In addition the Rel.11 USIM reinforces the security of SMS protocol to avoid SMSC DoS and Premium Service attacks. Therefore we do not recommend using USIM later than Rel.11.
Proposal 1: Replace the text “legacy USIM” by “Pre-Rel.15 USIM”.
Proposal 2: Add a Note: “It is recomnded to use USIM from Rel.11 for security solution introduced to prevent SMS attacks” 

OT-M Comments on Question 2 on support of IMSI privacy:
There is already interim agreement that IMSI shall be protected whenever it is communicated over 5G RAN in all scenarios including initial attach. In adition in the legacy 3GPP systems there is no signaling in the network to indicate USIM capabilities or which USIM Release is used by the ME. This is Home Network deployment choice of which USIM Relaese to deploy. A Pre-Rel.15 USIM that has been configured by the HN to support the necessary OTA updates might be able to support IMSI privacy. This remains implementation/deployment dependant to the Home Network.  FFS can be kept until the final IMSI privacy solution is decided.
Proposal 3: Change Q2 by: Can a Pre-Rel.15 USIM be used for IMSI privacy? 

OT-M Comments on Question 3:
The Question 3 ovelapps with questions in Q1 and Q2 
Proposal 4: Delete Question 3 and Answer 3

4	Detailed proposal

E.2.1.A Usability of legacy USIM
E.2.1.A.1 Description of Question

Question 1: Can a Pre-Rel.15 USIM be used for authentication in the NextGen?

Question 2: Can a Pre-Rel.15 USIM be used for IMSI privacy??




E.2.1.A.2 Interim Agreement
Answer to question 1: YES
Note 1: It is recomended to use USIM from Rel.11 for security solution introduced to prevent SMS attacks 

Answer to question 2: TBA


Note 2: Above interim agreements do not exclude any newly Rel.15 defined USIM such as the solution #1.34 (NextGen USIM)
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